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| OGC 60-0512

MEMORANDUM FOR: Director of Central Intelligence

SUBJECT: Protection of Classified Intelligence
informatioa

i. This memerandum is for anmL oaly.

2. On 31 March 1960 you spokes teo me a consideration
of the Official Secrets Acts in regard to pr on of classified
information. Accerdingly, I will review what have been doing
ia this field and proposals we have for future en. We have
beea studying the preblem of protection of clas information,
particularly relating to intelligence sources and mothods, for
many years with a view to developing statutery provisieas which
would previde a real toal for enforcement aad yet ast be in vicla-
tion of the constitution. We have made several studies of the
British Official Seerats Acts, and in the fall of 1958 ] discussed
the practical applications of the Actsat some le with
D5X 1 | |1 eannet find that
Justice or any other U. &. Gevernment ageancy has studied the
English systam in any detail and I do not censl our work by
any means exhaustive but cortain points bec clear.

3. R is net commonly understood that British acts are
based on a different theory from that of our espiosage acts. Under
our system the information involved must be shown to be related
to the mational defense and security either by demonstra-
tion or as coming withia the definitions of a as in the case
of the COMINT and Atomic Energy previsions.| The British acts
are based on the theary of privilege, i.e., that all official infer-
mation is the preperty of the crown. It is, ;‘E}-!or-. privileged
as to those who received it officially so that they may not divuige
it without the crown's authority. Simce this privilege is theoretical-
ly unlimited in scope, action in the event of an unauthorized
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disciosure fuavolves twe problams for the Attorney Genaral. The
firet is considered o political ene as to whether the nature of the
disclosure is such that presecution should be ssught; the second

is a legal one as to whether prosscution is feasible. If presecution
is decided upoa, several consequences flow from the basic theory
of privilego. Pertiens of the trial can be held ia camera if the
court agress. This would ast be pessible under our constitution.
Certain presumptions may apply. As {or instance, if the defeadant
is knowa to have possession of privileged information and to have
been ia the coampany of a known foreign espionage agent, there is

& presumption that the information was passed. This is rebuttabdle
but our Supreme Court epinions indicate that such a presumption
would not be permissible here. Most important, in the Eaglish
system it is aot necessary to prove that any one item of jaformation
relates to the natiounal defense and sesurity. A goed sxample ie the
so-called I1SIS case in which twe Oxford stedents published in their
college magasing, 1518, the stary of their experisnces ia the Navy,
including ELINT eoperations in the Baltic. The presecution merely
testified that the article contained informmtion which they had acquired
in their official service and it was, therefors, privileged. After the
verdict of guilty, the presecution approached tha court aleas without
presence of defendants or defense counsel and briefed the court on
the significance te ths Goverament of the items of information,
particularly those relating to ELINT. This was selely for the
purposs of informing the court in connection with the sentence.
Again we believe such a briefing would be held errer under ocur
system. In the current cass of the RAF eofficer, Wraight, whoe
defected to Russia and then returned, a Goverameat witaess who
isterviewed him for the security services was allowad te testify
without publicly identifying himself. His name was handed in
writing te the court. Poessibly this ceuld be done hare if the
defense agreed to it, but it seems clear it could ast be done over
the defense's objsction.

4. The closest we have come yeot to the British system is
the COMINT section of the sspionage acts, 18 USC 798, and section
227 of the Atomic Emergy Act regardiag the commuaication of
Restricted Data. These do aot require proof of intent to injure
the United States or aid a foreign power but provide the punish-
ment for the mere disclosure of information coming within a
dafined eategory. The Natiomal Aeromsutics and Spacs Admiais-
tration obtained a prevision in section 304 of its act that whoever
willfully viclates any regulata or order of the Administrator for
the protaction or security aof its facilities or equipment shall be
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tined not mere than $8, 600 or imprisomed not more than sne your
or both. Thase sestions bave not bess thoroughly tested, and in
the Petersen cose, whith was presseuted under the COMINT sec-
tion, we feel that if it had beea vigorously defended instead of a
guilty plea being entared & conviction might aot have been chiained
due to security limitatiens on the evidence required.

5. Cu omr belief and that of the Department of Justice that
the Official Secrets Aste concept would be ruled unconstitutiosal,
we hava bean sesking sther means of improving the protection of
intelligence informatisn. Tha first and mest obvicus is to give
extraterritorial effact to the existing espiowage lawp, which are
sow limited to the United States, its territorien and possassions,
Justice s introduced & bill for this purposs, about which we have
some doubts which we have expressed to Justice. It puoned the
House last ysar but it does not appear to be moviag ferward in
this sessisn. Ssoonily, we believe it possikic to define & cadegory
of information relating to intelligmce sources and methods which
ceuld then be incorperated iate s criminal statute slwmilar to the
COMINT and Restricted Datas statutes. Thirdly, we propose s
provision similar to that in the Atomie Emexgy Act which provides
for injunctive astion agaisst any parson who Is adbout to eagage in
s viclstion of any provision of existing statutes or reguiations or
orders issusd tharsunder. The Atemic Energy injunction prevision
hae not been tested is the courts, but apparestly it has boen offec-
tively used to stop publications whick the Atowic Energy Commission
folt contained Restricted Lata.

6. As & fowrth appresch we bave been stulying various see-
tians for the contrel of inforsmation generaily, and particularly the
sne which makes i§ & ecrime for an smployes who by virtus of his
oifics gains infevmation whick might atfest the market valus of
commeodities such as grain, which information by lIaw or by the
~ rules of bis department or agency is required to be withheld fren
 publication, if he willfully reveals that inforamiien t6 any perses
not sntitied to it wnder such rules or regelations, We have drafied
a prapesed section which would provide that whesver being an
emplayes besmnes possessed of intelligence which is by law,
sxerutive order, or the rules or ragulations of the department
or agency conserned required to be withheld from release or
publication, direcily or indirectly makas thie intalligencs kaown
tammrmmmdmthu'ur-ﬁnnrmh
rocsive the same, be flned or imprisennd or beth. R would
probably be necessary to provide that such an individeal wounld
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not bs deemad guilty of & vialation of such rules wless it can be
shown that e kivd an astusl knowledge thereo!l. Omr thought is that
if sush & staluté were snasted presecution would be pessible with-
ot the secesdity to prove intent to harm the Usited States or aid
a foreign power or te prove that the information related to the
national defengs and security.  This is & somawhit asw area and
poaes many difficuitien, but if there wore such » matute it would
st lonst kalp to protect those aspecially seasitive profects and
aress where racipients of information are spesificaily brisfed and
Mammwmmnnmndmm
smdmmtm ,

1. w.mamm«mmwrumn
aud have beon infagmed that it dees not propese 4 Wake any action
sxcept on the extratersiteriality aspedt, which 84 noted akeve das
sirsady beea inteoduced. Ws are infermally tald, however, that
Justice has no olijsction to sur sesking to obtain such Jegislation an
our own. it should be neted that the Atomis Easrgy Commission and
the National Asrossutics and Spase Administration gt their special
provistens threngh fheir owa committess a5 part wf package logisia-
" tion desling with masy other aspests. They did net, thersfore, comse
. within the jurisdiction-of the Judiciary Commiltoss aind little atten~
" tion was givea them oS the tims of ibeir passage. ¥ we had other
egisiation under consideration we might try & similar appresch,
particularly as we bave had ss expression of intevest from at least
~ sue of the members of our Sudeommittes of the Armed Serviges
Cammittes in the Heuse, Alterastively, the Sesurity Coumittes of
WWWMVO”MWWWM :
legisiation to them Sor stady in the varicus agensies represented.

i they agrse we should procesd thay woeld so resemmend to USIB,
mummnmcwacummammwﬂm
forward an behalf of the intelligence community, Pelicy aspecis
of sevking :uhlqi:hamﬂu. of conrse, be of soncern to the
White Heuse.
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